NHOOPMAIIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXabIM T'OI0M MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, @ IIKOJIBHUKHU OJHU U3
CaMbIX aKTUBHBIX IIoib3oBarened Pynera. Mexay TeM, IIOMHMO OIPOMHOIO KOJMYECTBA
BO3MOXHOCTEH, MHTEPHET HEeCeT U MpoOiieMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIibroTepHslii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrPaMM, OTIUYUTEIBHON
0COOEHHOCTBIO KOTOPOHl SIBIIS€TCS CIIOCOOHOCTh K pa3sMHOXKEHHIO0. B nonoiHeHue K 3TOMY,
BUPYCHl MOTYT TMOBPEAMTh WJIM TIIOJIHOCTBIO YHUYTOXUTH Bce (ailibl ¥ JaHHEBIE,
IOJKOHTPOJIbHBIE M0JIb30BATEN0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apa)KeHHasl IporpaMma,
a TaKkKe TMOBPEIUTh WIM JIa)K€ YHUYTOXXUThH ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
nesoM. B GosbIIMHCTBE cityyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

MeTo/1b1 3a1IUTEl OT BPEJOHOCHBIX IPOTrPamMM:

1. HMcnonp3yli COBPEMEHHBIE OIEPALMOHHBIE CHUCTEMBI, MUMEIOLIUE CEPHE3HBI YPOBCHb
3alllUThl OT BPEJOHOCHBIX MPOTpamMm;

2. TlocrossHHO ycTaHaBiMBail mnautu (LUUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKH
YCTAHABJIMBAIOTCS C IENbI0 JOpabOTKM MporpaMMbl) M JPYrHe OOHOBJICHUS CBOEH
ornepannoHHOM cuctembl. CkaunBail UX TOJBKO ¢ opUIMATIbHOrO caiita pa3padorunka OC. Eciu
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIJICHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIBbIOTEpE I10J IpaBaMU I10JIb30BATeNs, a HE aJMHUHHUCTPATOpa.
OTO HEe IMO03BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAUIMPOBATHCSI HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI HW3BECTHBIX IMPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanndp pU3HUYECKHHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIMIL;

6. Vcnonp3yil BHEIIHWE HOCUTENN MHPOpMALUH, Takhe Kak (hielka, AUCK Ui dailn u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHUKOB,;

7. He oTKpbIBail KOMIbIOTEpHBIE (PAiiIbl, MOTyYEHHbIE U3 HEHAIS)KHBIX HCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIN. Jlyullle yTo4HM y HEro, OTIPaBJIsI JIU OH TeOe uX.
Ceru WI-FI

Wi-Fi - 370 He Bu/ Mepeaun JaHHBIX, HE TEXHOJOTHS, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hunpepnaniackas kommanus 3apeructpupoBaia Openn "WECA", uyro o6o3Hauaino
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "OecrpoBoiHast TOYHOCTH .

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHojorueil. 3to abopesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHAApT
BhIcuIel 3BykoBoi TexHUKH Hi-Fi, uTo B mepeBojie 03HavyaeT "BbICOKast TOYHOCTH'.

Ha, GecriaTHBIH MHTEPHET-IOCTYN B Kade, OTeNsAX U a’ponopTrax SBJISETCS OTIWYHOM
BO3MOXKHOCTBIO BbIX0/1a B MHTepHET. Ho MHOTHE SKCHepThl CUUTAIOT, YTO 00meaocTynHbe Wi-
Fi cetu He aBns0TCS 6€30NaCHBIMU.

CoBetbl 110 6€30MaCHOCTH PabOTHI B 001IeA0CTYMHBIX ceTsx Wi-fi:

1. He mnepenaBail cBoro auuHyro HH(popmanuio uepe3 obmenoctynHeie Wi-Fi ceru.
Paboras B HuX, KenaTeabHO HE BBOAUTH MAPOJIH JOCTYIA, IOTHHBI U KaKHe-TO HOMEpa;

2. Ucnonb3yih u OOHOBISAN aHTUBUPYCHBIE MPOrpaMMbl U OpanHamayep. TeM caMbIM Tbl
oOe3onacuiib ceds 0T 3aKaYKH BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢ynkuuto "OOwmuit goctyn k Qaitnam u
npunTepam". JlaHHas (yHKIMS 3aKphiTa MO YMOJIYaHHIO, OJJHAKO HEKOTOpBIE MOJIb30BATENN
aKTUBUPYIOT €€ JJisl y100CTBa UCIIOJIb30BaHUS B paboTe Uiu yuyeoe;

4. He ucnons3yit myomuunbsiii WI-FI mns nmepenaun nUYHBIX JTAHHBIX, HampuMmep A
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MTOUTY;

5. Ucnonw3yil Tonpko 3ammiieHHoe coenuHenue yepe3 HTTPS, a mwe HTTP, t.e. npu



Habope BeO-aapeca BBoaM UMeHHO "https:/";

6. B moOunsHOM Tenedone otkimoun ¢pyaknuo "Tloakmouenue k Wi-Fi aBromatnyecku.
He nomyckait aBToMaTn4eckoro MmoAKIIoueHs ycTpoiicTa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.
CoumnanbHbie ceTu

CoumasnbHble CETH aKTUBHO BXOST B HAIly KM3Hb, MHOTHE JIIOAU pabOTalOT U )KUBYT TaM
oCTOssHHO, a B Facebook yxe 3apeructpupoBaH MUIUIHAp], YEJIOBEK, YTO SIBISIETCS OIHOM
CeIbMOI BCEX JKUTENIECH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHMMAIOT, YTO WH(pOpMAaIHs,
pasMelleHHas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJIeHa M UCIOJIb30BaHa KEM YTOJHO, B
TOM YHCJIe HE 00s13aTeNbHO ¢ OJ1aruMu HaMEepEHHUSIMH.

OcHOBHBIE COBETHI 10 O€30I1aCHOCTH B COLMAJIBHBIX CETAX:

1. Orpanuup crnucok apy3eid. Y TeOs B Jpy3bsiX HE JOJDKHO OBITh CIIy4allHBIX H
HE3HAKOMBIX JIIOJCH;

2. 3ammmail cBOI0 4acTHYIO u3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXJEHUS U JPYTYK JMYHYIO HHGOpMalMo. 3JI0yMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaXe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTEIH IUTAHUPYETE POBECTU KAaHUKYJIBI;

3. 3amumiail cBOO penyTaluio - AEpKU €€ B YUCTOTE U 3ajaBail cebe BOIpOC: XOTel Obl
TBI, YTOOBI IPYTHe TOJIH30BATENN BUACIH, YTO THI 3arpyxaems? [lomymaii, mpexae 4eM 4To-To
OIy0JIMKOBATh, HAIIUCATh U 3arPYy3UTh;

4. Eciiu Thl TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HACIllb, HE HCIOJIb3yH CBOE PEAIbHOE UMS
U JIpYTYIO0 JINYHYIO MH(OPMAIMK: UM, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUee;

5. N36eraii pasmeniennst ¢potorpaduii B UHTEepHETE, T/Ie TH N300pa)KE€H HA MECTHOCTH, I10
KOTOPOU MO>KHO OIPENEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOIMMO MCIIONb30BaTh CIOXHBIE MapOJIU,
cocroslIre u3 OyKB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. JAJis COIMAIIBHON CETH, MOYTHI U JPYTHX CANTOB HEOOXOIWMO WCIIONB30BATh Pa3HBIC
naposu. Toraa ecnu Te0s B3JIOMAKOT, TO 3J0YMBIIUIEHHUKU MOIy4aT JOCTYIl TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

JIeKTPOHHBbIE IeHbI' U

DNEeKTPOHHBIE JIEHBI'M - 3TO OYEHb YAOOHBIA CHOCOO MIIAaTEXKEW, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEeKTPOHHbIE JEHbIM MOSBHIMCH COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOIHMX
rocyapcTBax O CUX IOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, /1€ UX Pa3JIeNsItoT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HKIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss IMpOBOAUTH omnepauuu 0e3 HAeHTU(UKALUKM T0Jb30BaTeNsd, a B
HEaHOHMMHBIX MJIeHTH(UKALNS T0Ib30BATEINS ABISETCS 0053aTEIbHOM.

Taxxe crnenyer pas3inyaTrh SJIEKTPOHHBbIE (PUATHBIE AEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYJAapCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 0€3011aCHOI paboTe C IMEKTPOHHBIMU J€HbIAMU:

1. TlpuBspku K cueTy MOOMIIBHBIN TenedoH. DTO caMblif yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAHOBUTBH JIOCTYN K cueTy. l[lpuBs3aHHBI TenedoH IOMOXKET, ecnu 3aldyaemnib CBOM
IUIATEXKHBINA NTApOJIb MIIU 3alCIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Vcnonwe3yii ogHOpa3zoBbie mapoiu. [locne mepexona Ha yCUIIEHHYIO aBTOPHU3AIMIO TeOe
y’Ke He OyleT yrpokaTh ONMACHOCTh Kpa)ky WIIM TIepexBaTa IJIaTeXHOTo MapoJs;

3. Boibepu cnoxublif maposb. [IpectynHukam OyaeT He IpOCTO yraaaTh CIOXKHBINA MapoJb.
HanexHble maponu - 3TO mapoiid, KOTOpbIe CoAepkKaT HEe MEHee 8 3HAKOB U BKIIOYAIOT B cebs
CTpPOYHBIE U TPONUCHBbIE OYKBbI, HU(GPBl U HECKOJBKO CHMBOJIOB, TaKM€ Kak 3HAK JoJulapa,
(yHTa, BOCKIMIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSEIIb.

DJIEKTPOHHAs 1OYTA

DneKTpOHHAas MoYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIsEMbIE €10 YCIYTU IO MEPEChUIKE U

MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAESIOTCS B KOMIIBIOTEPHOW CETH.



OO0b19HO 3JEKTPOHHBIN MOYTOBBIN SIIUAK BBITJISIIAT CJIeIYIOLIUM obpazom:
UMs_TIOJIb30BaTeNA(@UMs_JTOMEHa. Takke Kpome IepeJayd MpOCTOro TEKCTa, HMEeeTCs
BO3MOXKHOCTh TIepeaBaTh (Paiiiibl.

OcHOBHBIE COBETHI 110 0€30MacHO padoTe ¢ AIMEKTPOHHON TTOYTOM:

1. Hamo BBIOpaTh MpaBWIIbHBINA MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrPOMHBIA BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIYUlIE TOBEPSITh T€M, KOTO 3HAellb U KTO MEPBBINA B
pEUTHHTE;

2. He ykaspiBaif B JNMYHOW TouTe JIMUHYK HHpopmaruio. Hampumep, mydiie BbIOpaTh
"My3bIKanbHbIN _(aHaT@" umn "pokx2013" Bmecto "Temal3";

3. Hcnonb3yil JBYX3TAHYIO aBTOPU3ALMIO. JTO KOrAa IMOMUMO MApOoJisl HY)KHO BBOJIUTH
KO/, IpUChLIaeMbIil 1o SMS;

4. BpiOepu CcHOXHBIA Tapodib. JIJIsi KaXJaoro MOYTOBOTO SIMUKA JOJDKEH OBITh CBOM
HaJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTp BO3MOXKHOCTh HANMCATh CaMOMY CBOW JIMYHBIM BOIPOC, UCIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Hcrnonp3yid HECKOJIBKO ITOYTOBBIX SIIMKOB. IlepBbIid Jisi 4acTHOM MEpPENUCKH C
aZpecatamMu, KOTOPBIM ThI JIOBEpsCIIb. DTO SJEKTPOHHBIM aJpec HE HAl0 HCIOIb30BaTh MPHU
peructpanuu Ha Gopymax U caTax;

7. He oTkpbIBaii (haiiiiel U IpyTHE BIOKECHUS B MHUCHMaX, Ja)Ke €CJIM OHU IPUIIUTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABISUIN U OHU TeOe 3TH (paiiisbl;

8. [lociie okoHyaHust pabOTHI HAa TTOYTOBOM CEPBUCE MEPE]l 3aKPHITUEM BKJIAJIKU C CAUTOM
He 3a0y/b HakaTh Ha "BeriiT".

Ku6epOy/uiuHT WM BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOyniauHr - npeciiejoBaHue COOOIIEHUSIMU, COAECPKAIIUMU OCKOPOJICHHS, arpeccutio,
3alyTUBaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBUCOB.

OcHoBHbIE COBETHI 110 00PbOE ¢ KNOEPOYIMHIOM:

1. He 6pocaiics B 60ii. JIy4muii crioco0: MOCOBETOBAThCA Kak ceOs BECTU U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTHThCS, TO BHayaje YCIOKOWThCS. Eciu Tbhl HauHemb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO elrle OOJbIIe pa30XoKelh KOH(IUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHoHUMHOCTh B ceTd MHHMasg. CyYIIECTBYIOT CIOCOOBI BBISCHUTH, KTO CTOWUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTrouT BecTH XYIUTAaHCKUI 00pa3 BUPTyasbHOHM XKu3HU. VIHTepHET (hukcupyer Bce
TBOU JICHCTBUS U COXPAHSAET UX. Y TAJIUTh UX OYyACT KpailHe 3aTpyIHUTEIHHO;

5. Cobmroait CBOIO BUPTYaTbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OIHOPA30BbIE OCKOPOUTENbHBIE COOOIIEHHUS JIydlle
UrHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcss Ha Ha4aabHOW CTaNH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMU, B COLMAIIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHMPOBKHU OTIIPABKU COOOIICHUN C ONPEAECTICHHBIX a[PECOB;

8. Ecim Tl cBuzmerens kuOepOymiauHra. TBou JOEHCTBUS: BBICTYNIUTH MPOTHB
npecieoBaress, MoKa3aTb €My, YTO €ro JACHCTBUS OLEHUBAIOTCS HEraTHMBHO, IMOJAEpPKaTh
JKEPTBY, KOTOpOW HY)KHA TICUXOJOTHYECKasi TIOMOIb, COOONIUTh B3POCIbIM O (QakKTe
arpecCUBHOrO MOBEICHUS B CETH.

MoOnbHbIi Te1e(oH

CoBpemenHble cMapT(HOHBI U MJIAHILIETHI COAepkKaT B cebe BIIOIHE B3POCIbIA (DYHKIIMOHAT,
W Telepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMH KOMITbIOTepamu. OaHAKO, CPEACTB
3aIIUTHI AJIs1 MOAOOHBIX YCTPOWCTB MOKA OYEHb Mayo. TecTHpoBaHWE U MOMCK YSI3BHUMOCTEH B
HUX TPOMCXOJUT HE Tak WHTEHCHBHO, Kak mis IIK, To e camoe kacaercs WU MOOMIBHBIX
MIPUJIOKEHUN.

CoBpeMeHHbIE MOOWIJIBHBIE Opay3epbl YK€ MPaKTUYECKH TOTHAJIM HACTOJHHBIC aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHAIa BIeYeT 3a C000il OOMNBIIYI0 CIO0XXHOCTh W MEHBIIYIO



3aIUIIEHHOCTD.

Jlaneko He Bce MPOM3BOAUTENN BBITYCKAIOT OOHOBIIEHMS, 3aKPHIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€30I1aCHOCTH MOOMIIBHOTO TeJe(oHa:

Huuero e siBnsiercss mo-HacrosinieMy OeciuiaTHbIM. Byas ocToposkeH, Belp Korja Tede
Ipe/IaratoT OeCIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKME-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexxae yem oTnpaBuTb SMS, poTo mnu Buaeo. Tel TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HTOre?

Heo6x011Mo 00HOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBHPYCHBIE IPOrPaMMBbI /17151 MOOUJIBHBIX TENIE(OHOB;

He 3arpyxail npuiiokeHusi OT HEU3BECTHOIO MCTOYHMKA, BEIb OHM MOIYT COJEpP’KaTh
BPEIOHOCHOE ITPOrpaMMHOE 00eCIIeUeHHE;

[Tocne Toro kak THl BBIAACIIL C caiiTa, IZle BBOIWI JHYHYIO WH(GOpPMALMIO, 3alH B
HaCTPOUKH Opay3epa U yJaiau cookies;

[lepuoanuecku npoBepsiii, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JlaBaii cBOl HOMEp MOOMJIBHOTO TejaeOoHa TOJBKO JIFOJSAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiCLIb;

Bluetooth nomkeH ObITh BBIKIIOYEH, KOTAAa Thl UM He mosb3yelbes. He 3a0biBail nHOrIa
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAHH-UTPBl - 3TO KpPAacOUHbIE, 3aXBaTbIBAIOLUE pa3BICUYEHUS,
00BEIMHSAIONINE COTHU THICSY YEJIOBEK IO BCeMy MUpY. MIpoku ucCCIeayloT AaHHBIA UM MUp,
o01Iat0TCs APYT C IPYrOM, BBINOJHSIOT 3aJaHUsl, CPaKatoTCs ¢ MOHCTPaMH M IOJIY4alOT OIBIT.
3a yJOBOJILCTBHE OHHU IUIATAT: MOKYNAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT MM HpPUOOpeTaroT
KaKHe-TO OIIUH.

Bce ot cpencrtBa uMIyT Ha NOLACpKAHME M DPA3BUTHE UIPHl, a TaKKe Ha caMy
0€30MaCHOCTb: COBEPILIEHCTBYIOTCS CHCTEMbl AaBTOPHU3ALMU, BBIIYCKAIOTCSI HOBBIE MaT4u
(un¢poBbIe 3aIIATKU AJIS IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOMT OMacaThCsi HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO KPaKU
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMK OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecnin npyroii urpok BeneT cedsl MII0XO WM CO3/aeT TeOe HEeNPHATHOCTH, 3a0J0KHPYH
€ro B CIHCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM MIPbl HA IUIOXOE MOBEJEHUE ITOIO UTPOKa, XKEIATEIBHO
NPUIOKUTH KaKHE-TO JI0Ka3aTelbCTBa B BUJI€ CKPUHOB;

3. He yka3piBaii TMUHY0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoumanbHbIE TATYU U MOBL;

6. Mcnonp3yii ClI0’KHBIE U pa3Hble apoJiy;

7. Jaxe BO BpeMs WIpbl HE CTOMUT OTKJIKOYaTh aHTHBHpyc. [loka Thl urpaems, TBON
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WM KPAaXKa JHYHBIX JAHHBIX

OObIYHOM Kpakel JeHer M JOKYMEHTOB CEerojHs YK€ HHUKOTO HE€ YIUBHUIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIUIEHHUKH IEPEMECTWIINCh B HMHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" 1€TIOM.

Tak mosiBUJIaCh HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, TJIaBHAS LEJb
KOTOPOTO COCTOUT B MOJNYyYE€HUU KOHQUACHLIMATIbHBIX JaHHBIX I0JIb30BATENEH - JIOTMHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs kak ¢ummnar (ot fishing - peiOHas yoBis,
password - mapois).

OcHOBHBIE COBETHI M0 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mogo3peBaeliib, 4TO TBOSI aHKeTa ObLIa B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKHMPOBATH €€ M COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOYKHO



cKopee;

2. Ucnonp3yit Ge3omacHble BeO-CaliThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB M MOHUCKOBBIX
CHUCTEM;

3. Hcnonb3yii clokHble W pa3Hble maponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
37I0YMBIIIICHHUKH MTOTyYaT AOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMald, TO HEOOXOIMMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPbHIE
noOaBiieHbl y T€0s B IpY3bsIX, O TOM, YTO T€Os B3JIOMAJIM U, BO3MOXHO, OT TBOETO UMEHU OyzeT
paccbuIaThCs CllaM U CChUIKU Ha (PUIIMHTOBBIE CalThI;

5. YcranoBu HaaexHbIi naponsb (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHe MMapoJs B Opaysepe;

7. He oTkpbiBaii (haiiiel U IpyTrHe BIOKECHUS B MHUChbMAaX, Ja)K€ €CJIM OHU IPUIIUTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUIA JIU OHU TeOe 3TH (ailiibl.

Hudposas penyranus

[udposas pemyranus - 3TO HeraTHUBHAs WIM MO3UTHUBHAas HWH(opmanus B cetu o Tede.
Komnpomerupyromas nHbopmanus, pa3MeUleHHas B MHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOW xu3HH. "lludpoBas penmyranus" - 3TO TBOH MUMHIK, KOTOPBIHA
dopMmupyercs u3 uHpopMauu o0 TeOe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0OCOOCHHOCTH XapaKTepa 1
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue nmoapoCTKU JIETKOMBICIEHHO OTHOCATCA K MyONWKAlMKU JTUYHON MHGpOpManuu B
WnTepHere, HE MOHUMAas BO3MOXKHBIX MOCIEACTBUM. Thl 1axke HE CMOXKEIb J0raiaTbCs O TOM,
yto dotorpadus, pa3melieHHas 5 JeT Ha3a/l, cTajia MPUYNHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuu, pazmemnieHre TBoux (¢ororpaduii 1 Apyriue ASWCTBUS MOTYT HE UCUE3HYTh
JaKe MOCJIe TOT0, KaK Thl UX yJANUIIb. Thl HE 3HACIIb, KTO COXPaHMI 3Ty HH(OpMAaILIKIO, MTonaa
JM OHA B IIOMCKOBBIE CHCTEMbl M COXpPaHWJACh JIM OHA, a TJIABHOE: YTO MOAYMalOT O Tebe
OKpY’KaroIlue JIIOJIM, KOTOPhIe HAMAYT M yBUAAT 3T0. HailTu mH(pOpMAIMI0 MHOTO JIET CIYCTS
CMOJET JII000M - Kak M3 J0OphIX NOOYKIEHHM, TaK U C HaAMEPEHHEM INPUYUHUTH Bpea. DTO
MOJKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 10 3aKTe MH(PPOBOI pemyTauu:

1. Tlogymaii, mpexae yem 4TO-TO MyOJMKOBAaTh M MepefaBaTh y ceOs B Onore wiu B
COIIMATLHOM CETH,

2. B nacrpoiikax npoduis yCTaHOBM OTPaHMYEHHUS HA IPOCMOTP TBOETO MpOodUis U ero
COJIEP’)KUMOT0, clIeNai ero TOJbKO "1Isl Ipy3en';

3. He pa3memiaii u He yka3blBall MH(pOpMAIHIO, KOTOpas MOXET KOro-Iub0 OCKOpOIsATh
WJTU OOMXKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IKOJIBHUKH - aKTUBHBIE MOJIb30BATENH HU(POBOro mpocTpaHcTBa. OgHAKO
JIaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTHMH BO3MOXHOCTSIMH LM(POBOro Mupa Tpedyer
coOI0IeHHSI TTPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "HHTeNIEKTyalbHas COOCTBEHHOCTh" OTHOCHTCA K PAa3JIMYHBIM TBOPEHHIM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIOyrd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHME TIpaBa - 3TO MpaBa Ha MHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha MPOM3BEACHUS
HayKH, IUTEPATYpbl U UCKycCTBA. ABTOPCKHUE MTpaBa BBICTYMAIOT B KaUe€CTBE rapaHTUHU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHBbIM, JacT €My CIpaBeIIHBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOEro TPYy/Aad, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOKET BOCIIPOU3BOIUTH €r0 IMPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAaBaTb, HUMIIOPTUPOBATH, MYCKAaThb B MPOKaT, MyOIMYHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHTh B 3(pUpe UK pazmemiaTs B IHTepHeTe.

Hcnons3oBanne "muparckoro” MporpaMMHOTO OOECIeYEHHUsI MOXKET MPUBECTH K MHOTHM
pHCKaM: OT TMOTEpPH JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, TIle



yCTaHOBJICHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETabHBIC
u OecIyIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.
O noprane

CereBu4oK.pp - TBOW TIJIABHBIM COBETYMK B CETH. 3JeCh Thl MOJXKEIIb Yy3HATh O
0€30MaCHOCTH B CETHU IOHATHBIM U JIOCTYIHBIM $I3bIKOM, & IPU BO3HMKHOBEHMM KPUTHUECKOM
cUTyaluu oOpaTHTbCS 32 COBETOM. A TakKe MPHUHATh y4acTHe B KOHKYpPCaxX U CTaThb CaMbIM
U(PPOBBIM TPAKIAHUHOM !



